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Ad Targeting Explanations Advanced Computer Security

● Online Behavioral Advertising (OBA)
○ Target advertising based on interests
○ Supposed to benefit everyone:

■ Advertisers
■ Online Platforms
■ Platform Users

○ But the People dislike OBA because data is 
collected covertly without informed consent

● Some advertising platforms (Facebook, Google, 
Twitter, etc.) provide explanations for their ads
○ As seen on left
○ People find current explanations are:

■ Stealthy (not aware of their existence)
■ Insufficient
■ Creepy, worrying

Are modern explanations enough to alleviate OBA hatred?

If not, how can they be better?

Background

Facebook ^

Instagram →
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● Previous work finds that:
○ OBA public perception depends on context in which it 

is used
■ While reading the news > while medical 

treatment searching
○ Most users don’t want targeted advertising as it is

■ OBA = having someone looking over your 
shoulder

○ High desire for greater transparency → would boost 
people’s views of OBA
■ Users prefer interpretable and clear 

explanations

This paper aims to answer two different key questions:

1. When do people want ad targeting explanations?
a. Too many explanations leads to an 

alert-fatigue-like effect
2. Why do people want ad targeting explanations?

a. Improve quality of explanations

→  When and why are people curious about the ads they get?

Introduction
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1. When do people want ad targeting explanations?
a. Experience Sampling Method (ESM)
b. 4 week field study of 60 participants
c. Browser extension to keep track of ads
d. Daily surveys:

i. Asking questions like:
1. Feeling about ad?
2. Do they want an 

explanation?
ii. Skipped surveys for ads 

participants did not remember
iii. Within 2 hours of seeing ad

2. Why do people want ad targeting explanations?
a. 60-minute exit interviews with 36 of 

the 60 participants
b. Expand on reasons why they did or did 

not want explanations for certain ads

Techniques, 
Methodology
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● Users wanted explanations for ~30% of ~4,200 total ads

● Users want to see ads to:
○ Confirm/reinforce their understanding on how 

their information is collected and shared
○ Learn advertiser motives
○ Reassure themselves after emotional reactions 

to specific ad content
○ Understand seemingly inaccurate ads
○ Understand intriguing ad patterns they noticed

● Users wanted ad explanations when:
○ The ad was unexpected/inaccurate
○ The ad was offensive
○ The ad was creepy regarding how it could know 

what it knows
○ They noticed patterns between multiple ads

Evaluation
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● Users did not want to see ads when:
○ They knew why they got the ad
○ They are familiar with the ad pattern/trend that 

they receive
○ They were indifferent towards the specific ad
○ They felt powerless to make a change

● Conclude that one-size-fits-all approaches for ad 
targeting explanations are not going to fly with users
○ Reasons for wanting to see ads are too strongly 

subjective and not easily measurable

● Suggest:
○ Clearer data flow and source in explanations
○ Advertiser motivations included
○ User data collection controls

Evaluation
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● The paper concluding that “one-size-fits-all” is bad is 
somewhat obvious and not actionable

● People liked the combination of qualitative and 
quantitative analysis

● Could improve upon concrete design implications for 
future ad transparency explanations

● People of course mentioned getting more data (more 
participants, more browsers)
○ Someone actually proposed less questions as 

they could have been overwhelming

Feedback

Paper Quality Paper Interest



8

Paper Quality Paper Interest

Paper Quality Paper Interest

Ad Targeting

Collaborative Ad Transparency
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● Are there really any design takeaways for future ad 
transparency explanations that we can get from this 
paper?

● How do you feel about the way current ad 
explanations are? Do you even notice them?

● Would people who give consent to have their 
advertisement data collected for a study biased, as 
they might be users who care less about privacy?

● Any other thoughts on ad transparency explanations? 
Is this even an important research direction?

discuss now.


